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[Ipu BKIIOYEHUH HOBOTO pOYTEpa OH 3arpyKaeT CTaHIAPTHbIE HACTPOUKHU:

Wwms 6ecipoBOJHOM ceTn

HUAWEI_XXXX

[Tapons GecripoBOIHOM CeTH

VYkazan Ha 060poTe poyTrepa (Ha 3aBOACKON

HaKJICHKe)

Anipec MapuipyTusaropa

192.168.3.1

Hoctyn na WEB-unTtepdeiic

Jlorus / Iapomns (110 yMOJTYaHHUIO):

admin / admin

1. XapakTepucTuKHU

XapakTepucTUKU MOJENIeH MapIIpyTU3aTopa o OCHOBHBIM IapamMeTpaMm:

CrangapT OecnnpoBoHOI Yacrorubiii | KoanvecrBo Ckopoctb
Moaeasn
nepenadu AHANA30H LAN-nopToB MOpPTOB
AX1 Lite 802.11 ac 4
AX2 802.11 ac ax bgn 24u5T1Tn 3 1 Gbit/s
AX3 802.11 ac ax bgn 4




2. [loakJ/iloueHne MapuipyTU3aTopa

Mapmpyruzatop AX1 lite Buz c3anu:

Kuonku n IIOPTHI, CJIEBA HAIIPABO:

e Power — Bxox mjig 0JIOKa MUTaHMA,

e  WAN/LAN-nopTtbI— uaTEpHET MOPT. B 3TOT NOpT noaxioyaercs kadbeiar ot OO0
«SIpHETY, a TaKKe MOPTHI IS MOAKIIIOYCHUS YCTPOUCTB JIOKAJIHHOMN CETH:
KOMIIBIOTEPOB, HOYTOYKOB, TEJICBU30POB, KaMep BUICOHAOIIOICHUN U T. .

e Reset — oTBepcTHe I cOpOCca K 3aBOJICKUM HACTPOIKaM.

[MoxkmrounTe MapIIpyTH3aTOP K IEKTpoceTH. JIJIsl 3TOro He0OX0AMMO BCTAaBUTh OJIOK
MUTaHUS B pa3beM POWer, a 3aTeM MoAKIIIOYUTh €ro B PO3ETKY.

Kab6ens ot OO0 «Spuer» noakmouaem B nopT WAN, a koMIibroTep MoaKIr0unTe
KabereM 13 KOMIUIEKTa B J1000# u3 noproB Ethernet. Bol Tak jxe MokeTe coeiuHUTD Bari
KOMIIBIOTEP C MaplIpyTU3aTOPOM IO OSCIIPOBOIHOM CETH, HO JIJIsl IIEPBOHAYAIILHON HACTPONKHU
HE0OX0IMMO HCIOJIb30BATh MTPOBOJAHOE COSIHMHEHNE


https://moskva.beeline.ru/shop/catalog/modemy-i-routery/routery/

3. Bxox B WEB-unrepdeiic
Ortxkpoiite uHTEpHET Opay3ep U B ajipecHoi cTpoke BBenuTe 192.168.3.1
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JlomkHa OTKPBITHCS cTpanuiia Beb-uaTepdeiica mapipyrusaropa.

Ecnu oTkpriBaeTcs ctpanuiia nmpuBeTcTBUS. [IprMuTe TUIIEH3MOHHOE COTIIAIIICHUE U
Haxmute «Havarby.

M Huawel  HUAWEI WiFi AX1 lite ©  Pyeens v

Bac npusetctByer HUAWEI WiFi
AX1 lite
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L W KOHQUAEHUMANLHOCTH
ABTOMATMUYECKOE OBHOB/IEHNE NPUICKEHNS 1 CIYKS 415 NOBbILIEHNS
) kavectsa obcnyxusanmna (03:00-05:00)
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4. Hacrpoiika
4.1 BeicTpast HACTPONKa

Brictpas nactpoiika poyrepa HUAWEI — 310 camblii mpocToii crioco0d HaCTPOUTh
coenuHeHue ¢ IHTepHeTOM.

Hacrpoiika ycrporictea. Haxxmure «/lajiee».

1 2 3 4

Hactpoiika ycTpoictea Hactpoiika cetn Hactpoikmn poytepa

ik
e

OnTUHecKMid MogemM: HoBbii poyTep:
MopT LAN Jrobon nopt

MoAKNKYUTE ONTUHECKUT MOAEM K HOBOMY
poyTepy ¢ NOMOLLBH Kabens

Beibupaere Bo160p criocoba ycraHoBku «Co3aarh cetb Wi-Fiy 1 Haxkmute «Jlaseey.

Bbibop cnocoba ycTaHOBKU:

Ll L) Ll

O Cospats cetb Wi-Fi YBenunuutb nokpbiTue cetu Wi-Fi (peTpaHcnauma)
3aMeHWTe CTapblil poyTep Ha HOBbIK poyTep. AW HacTpoiTe nepBbii foGasbTe POYTEP B CYWECTBYIOWYHO CETh 4NA YEEAMYEHNA NOKPLITUA
poytep Huawei. cetn Wi-Fi.




Hacrpoiika cetu. B mosne Beibopa pexxnma goctyna B UHTepHET BeIOEpHUTE
«Craruueckuii |1P-aapecy»

o 2 3 4
Hactpoika yctpoicTea Hactponka cetn TPOWKK poyTe| T El BEpLL
Bribop pexuma goctyna B MHtepHet
PPPOE DHCP O Cratnueckuin IP-agpec
IP-appec

Macka noacetu

255.255.255.0

LLinto3 no ymoAYaHMio

MNepsuyHbld DNS-cepeep

212.232.62.10

BropuuHbin DNS-cepeep (onuWoHanbHO)

212.232.63.3

Mcnons3oeate knoHuwpoeanue MAC-agpecos

VLAN

Doctyn B MuTepueT yepes VLAN. MNapameTpe
HACTPOEeHbI MPOBAWAEPOM CETEBLIX YCIYT.

B momsix BUAUTC CIICAYIOIINC ITAPAMCTPhI U HAXKKMUTC «I[a.nee»:

Hacrtpoiikn ITapameTpbl HACTPOIKH

Tun noakntouenust kK Uurepuer Cratuueckuii IP-agpec

Vxa3ansl y Bac B torosope, Taxke 3TH
JTAHHBIE MO’KHO YTOYHUTH B TEXHUYECKOM
HOJJCPIKKE

IP-anpec, macka nojicery, 1103 IO
YMOJTYAHUIO

[Tepuunstit DNS-cepsep 212.232.62.10

Bropuunsiit DNS- cepsep 212.232.63.3




Hacrpoiiku poyrepa. Ha nannom 3tane Heo0X0AUMO HACTPOUTH OECIPOBOTHOE

IO AKJIIFOYCHHUC.

~

HacTtpoiika ycTpoicTea

v

Hactpolika ceth

3 4

Hactpoiku poytepa YcTaHoBKa 3aBeplueHa

Wms cetin Wi-Fi

Maponb cetk Wi-Fi

Maponk poyTepa

Hasag

B nons BBeauTe crenyrolue napaMerpsl U Haxmure «/laseex:

Hacrtpoiika

ITapamMeTpbl HACTPOIKHU

Nms cetn Wi-Fi

310 uMs OyJeT BUAHO BCEM YCTPOHCTBaM
0OJIN30CTH, OHO JOJIKHO ObITh YHUKAJIbHBIM
U COCTOSITh U3 JIATUHCKUX CUMBOJIOB W/WIIH

ugp.

[Maposns cetu Wi-Fi

DTOT MapoJib IS MOAKIIOYEHUS YCTPONCTB K
Wi-Fi cetn. OH nomkeH cocTosTh U3
JATUHCKUX CUMBOJIOB W/WJIH UDP U TTHHHOU
HEe MeHee 8.

[Taponb poyrepa

[Taposib agMuUHUCTpaTOpa A BXOIa B BEO-
uHTepderc poyrepa.

CoxpaHeHne HaCTPOEK ceTu BeiOepuTe Kak Ha GoTo u Haskmute «/daneen:

Hact

v

poiKa yCTPONCTEa

v

HacTpolika cetm

3 -

Hactponkwn poyTepa YcTaHOBKa 3aBepLUeHa

CoxpaHeHne HacTPoeK ceTn

HacTpoiku ceTh By ayT COXpaHeHbl Aaxe B [ o)
CNyyae BOCCTAHOBNEHWA 33BOACKMNX HACTPOEK

YCTpOACTEA.

Pexcim goctyna B WAN

IPvd n IPvb

o

ech, 4TO

.

Hazag

-

Iy

Baw onepatop nogaepxusaet IPv6.




Ecnu Bce HacTpoiiku OBLIM BBITIOJIHEHBI BEPHBI, TO BBl MOKeTe MOAKIII0YATh YCTPOCTBA
K Mapupyrusaropy. Haxumaere «Jlaeey.

v

Hacrpoiika ycTpoicTaa

Jlna obecneyeHnsn cTabUAbHON paBoTkl YCTPORCTBa
MCMOAb3YATE aKCeccyaphbl A5 3apagKky, BXOASLME B KOMIAEKT

v

Hactpoika cetn Hactpoitkn poytepa

v/

Hactpoiika poyTepa 3aBeplueHa
MNoaknrouunTe KaBenb K No WA

Hosown cetm Wi-Fi

Wma cetm Wi-Fi  yarnet

Maponb cetTn Wi-Fi ...
Mapons ans exoga &

cucTemy

MOCTaBKM YCTPONCTEA.

4.2 PacuiupeHHasi HACTPoOiiKa

AN Ans nogKNOUeHHA K

YcTaHoBKa 3aBeplueHa

Bribupaem Bknanky « AHTepHET». OTKPOETCSI COOTBETCTBYIOIIEE OKHO.

[nasHasn MHTepHeT

@&@

Bri6epete pexum nogkmodenus k Marepuery «Crarudeckuii 1P.

Mos cetb Wi-Fi

Pexim NogKAKOYEHWA K
WHTepHeTy

1P-agpec

Macka nogcetun

LLinro3 no ymonyaHmio

Mepenunbin DNS-cepeep

Bropwunbii DNS-cepeep

Cratunqeckui IP

255.255.235.0

212.232.62.10

212232633

MTU

Knon MAC-agpeca

VLAN

1500

Be3 knoHa MAC-agpeca

COXpaHnTbL

JononHutensbHble QyHKLUN

e

(onuuoHansHO)



B nons BBOMM ciieayrOIIKe JaHHBIE:

Hacrpoiikun

IlapameTpbl HACTPOIKHU

Pexum noaximouenust k Iarepuery

Craruueckuii IP-agpec

IP-anpec, Mmacka nojaceru, 1103 1O
YMOJIYaHHUIO

VYka3ansl y Bac B 1orosope, Takxe 3T
JTAHHBIE MOKHO YTOUYHUTH B TEXHUUECKOMN

HOJJICPKKE
[Tepuunsiiit DNS-cepBep 212.232.62.10
Bropuunsiit DNS- cepsep 212.232.63.3

CoxpaHsieM HaCTpOUKH.
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5. Hacrtpoiika OecipoBOHOI ceTH

Bribupaem Briaaky «Most cetb Wi-Fi». OTKpoeTcsi COOTBETCTBYIOLIEE OKHO.

Mos cetb Wi-Fi

[naeHan WHTepHer

@

Bri6epure npuopurer 5 I'T.

Mpuopwutet 5 Ty ()

JonoAHUTENBHBIE DYHKLMK

Monockl 2,4 TTy 1 5 My MCNonb3YHOTCA OAHOEPEMEHHO, POYTEP
asTomaTudeckm Bnbupaer nonocy 5 My, koraa yposers curHana

oauHakKoEbld. BeikniounTte 3Ty GyHKUMIO A0A OTAEABHON

I—&CTPOI:' KW NoAoc 4actoT

wi-ri @D

Wmsa cetn Wi-Fi yarnet

Be3zonacHocTe WPAZ2 PSK hd

Maponb cetw Wi-Fi sesrenre O
CoXpaHnTL

¥poBeHb CMrHana cetn MakcumaneHbIA N
CoxpaHuTb

B mosnis BBoMM ciieayromye qaHHbIC:

Hactpoiiku ITapameTpbl HACTPOIKH
D710 uMs OyJIeT BUAHO BCEM YCTPOHCTBAM
Most cett Wi-Fi O0OIN30CTH, OHO JOJKHO ObITh YHUKAIIBHBIM
U COCTOSITh U3 JIATUHCKUX CUMBOJIOB W/WIIH
uudp.
bezonacHocTh WPA/WPA2-Personal

[Tapons cetrn Wi-Fi

DTOT MapoJib IS MOKIIOUYECHHUS YCTPOHCTB K
Wi-Fi cetn. OH 10JDKEH COCTOATD U3
JATHHCKUX CHMBOJIOB H/WJIH (P U [UTHHHOH
HE MeHee 8.

ITocne yero coxpaHseM HACTPOUKH.

11



6. U3menenue Hacrpoexk DHCP

N3mensth HacTpoiiku DHCP Heo0xoauMo TOBKO B CIydasix €CIu:
- HaJl0 OMeHATh |P-anpec, KOTOPbIi OH BBIIACT;
- uckrountk |P-anpec u3 myna DHCP;
- co31aTh cTatnieckyro 3amucs DHCP.

s m3menenus myna |IP-anpecoB DHCP 3axoaum Ha Bkiaaky «JlomojgHuTe IbHbIE
HACTPOHKI.

InasHas WHTepHer Mos cetb Wi-Fi Ycrpownciso ,U,OI'IOJ]HVITeanbIe Cl)yHKU,IAM

@ ®

B mento cneBa Beioupaem «Hactpoiika cetn», nainee «LAN.

NHdopmaywa poytepa

¥npaenenwve
OBHOBNEHMAMMK

HacTtpoiku ceTu

® LAN

Cete VPN

Hactpoika IPTV

UPnP

Hactpoikn CeAzb+

IPvb

12



A nns coznanus crarndeckoit 3armucu DHCP Bxirounte « DHCP-cepBep». Jlanee

yKa3bIBaeTe nuamnasoH |P-anpecos, cpok apeHbI.

DHCP-cepeep

[uanazoH NnpuceoeHua IP-
afpecoe

Cpok apeHabl

@

192.168.3. -

HacTtponka DNS-cepeepa

EDYUYHYH

CoxpaHnsieTe HaCTPOUKH.

COXpaHUTb

13



7. IIpobdpoc mopToB

IIpo6poc mopra — 3T0 crienualbHOE IPAaBUIIO B MAapIIPYTU3aTOPE, KOTOPOE PA3pEIaeT
BCE 00palleHUs] U3BHE K OIPEICIIEHHOMY ITOPTY U IEpEeaeT 3TU 00palleHus Ha KOHKPETHOE
YCTPOMCTBO BO BHYTPEHHEU CETH.

PazpemaTh K KOMIIBIOTEPY BOOOIIE BCE MOKIIOUYEHHUS, TO €CTh IMPOOPACKIBATH HA HETO
BECh JJMAIa30H IIOPTOB — IUIOXast uies, 3To HeGesonacHo. [ToaTomMy MapipyTH3aTOpBI IPOCTO
UTHOPUPYIOT 0OpaIeHus K JIIOOBIM MOPTaM «U3BHE». A «IIpOOPOCH» — CIICIHATIbHBIC
WCKITFOUEHHSI, MapIIPyThl TpaduKa ¢ KOHKPETHBIX MOPTOB HA KOHKPETHBIE OPTHI OMPEICTICHHBIX
YCTPOWCTB.

[Tepen HacTpoiikol qaHHOW (PYHKIIMK BaM IOHAIO0MTCS Y3HATH HOMEpa IMMOPTOB U
MIPOTOKOJI — €CJIM ATO KaMepa BUACOHAOIIOCHHSI T HACTPOMKa UTPOBOTO JINOO MOYTOBOTO
cepBepa, TO HoMepa HEOOXO0IMMbIX TOPTOB U MTPOTOKOJI JOJKHBI OBITh YKa3aHbI B
JOKYMEHTAIMH K YCTpOHCTBaM, JIN0O Ha caiite pazpaboTurnka 000pyA0BaHUS UM UTPOBBIX,
100 NOYTOBBIX MPUITOKEHHH.

Jlnst PezepBupoBanust aipecoB cM. MyHKT 6 «Pe3epBupoBaHue apecoBy.

B mento BriGepere «/l0moTHUTENbHBIH HACTPOIKM).

InaBHas WHtepHer Mos cetb Wi-Fi Ycrpowncrso AOI’IOIIHVITEIIbeIe ¢yHKU‘MM

@ ®

B mento cneBa Beioepute «Hacrpoiika cetu», nainee «UPNPy.

NHdopmaymna poytepa

¥npaenenwve
OBHOBNEHMAMMK

HacTtpoiku ceTu

LAN

Cete VPN

HacTtpowka [PTV

® UPnP

14



B nosiBuBmemcs okue Britounte «UPNPy ynanennsiii Xoct, BHYTpEHHH XOCT,
IIPOTOKOJI, BHEIIHUI NIOPT, BHYTPEHHUU MOPT, IPUIOKEHHE.

B none «IIporokoa» Beibepute o0 u3 3HaueHuid (TCP, UDP umu ALL) B

3aBUCHUMOCTH OT Baieu 3aaauu. [lone « BHyTpeHHUH MOPT» MOXHO OCTaBUTh ITyCTBIM, €CJIA MBI

OTKPBIBAEM OJIMH MOPT. 3aIPOCHI, MPUXOAIINE HAa HOMEP CEPBUCHOTO MOPTA, YUAYT Ha
AQHAJIOTMYHBIA HOMEp BHYTpPEHHETo nopTa. Ecim Heo0X0uMo moJrydaTh 3alpockl Ha OJIUH
HOMED IOPTa, a HANPABJIATh — Ha JAPYroM, TO YKaKUTE ITOT BHYTPEHHUH NIOPT B 3aBUCUMOCTH
OT Ballei 3a1aqH.

UPnP

Mpw sxntodednn dyHumr UPNP MK Ha cropone LAN oTnpasnasT Ha poyTep 3anpoc Ha aETOMATHYECKOE
BeinasHexHue npobpoca noproe. B stom caydae MK uz MHtepreta moryT nonyunts goctyn k pecypcam Ha MK
Ha cropore LAN, exntodan npuaoxenna ¢ nogaepxxkoi UPnP uto obecneuneaer Becnepebonnyro sarpyzry

I'I[:ll"'.-"lf.:llﬁi‘;'EHI.fH:'I WAM NPOCMOTR BEWds0.

UPnP (:)

[lepeHanpasneHne noptoe UPnP

BHewHwin | BHyTpeHHWA

MpunoxeHne
nopT nopT

YnaneHHoln ¥xoCT BryTpenHwA xoct | [poTokon

HpI/I YCHICUIHBIX HaCTpOﬁKaX 3aI1iCh IIOABUTCA B TaGJII/IHe.

15



8. Reset

Knasuma Reset npeanaznavena ajist cOpoca MapuIpyTU3aTopa 10 3aBOJACKHX HACTPOEK.
Jist TOro, 4TOOBI BEPHYTH MapIIPYTH3ATOP K 3aBOJICKMM HAaCTPOIIKaM HE0OX0AUMO 3aKaTh
knaBumny Ha 10-15 cexyna. [Tocne yero HeoOX0AMMO HACTPOUTH MAPIIPYTH3ATOP, TS
HACTPOMKHU CM. IMYHKT 3-5.

Taxoke mappyTu3aTop MoxHO cOpocuts uepe3 WEB-unTepdeiic.

3axoauM Ha BKIAJIKY «/l0NMOTHUTEIbHbIE HACTPOMKNY, nanee «CucreMay, ocie 4ero
«Pe3epBupoBanue u coOpocy.

Cucrema

WMameHuTtb napoib

CeTeB0€e Bpems

HacTpoiikn ceTesoro
nopTa

® PesepeupoBanMe W cbpoc

AwnarHoctuka

Ansa paszpaboTyMKOB

[TonTBepxaaem cOpoc kHOTKOM «COpPOCH.

Cbpoc

Mocne cbpoca HACTPOEK HA POYTEPE BYAYT BOCCTAHOBAEHE! HACTROMKKW MO YMOAYaHMHD,
BLinoaHAiTe 370 48ACTEME € OCTOPOXKHOCTEH). PEKOMEHAYETCA CO3AaTE PEIEPEHYHD KOMMHD
HaCTPOEK nepes copocoM HacTPOEK.

CoxpaHeHne HacTpoek c

Koraa 31a dyHkuma BKAOYEHE, HACTPOMKK CETK, MMSA U Napob
ceTu Wi-Fi ByayT coxpanenbl nocne chpoca HacTpoek.

Ecau o mcnonbsyete TenedoH, KOTOPLIA NOAAEDXUEAET
Mcnons3ceaHue caydardnoro MAC-agpeca (TenedoHd reHepupyeT
cnydvaiHet MAC-agpec Nnpu NojkniOYeHWA K CETH), HACTPOWKK
ceT, umA 1 napons ceti Wi-Fi ne Byayt coxparersl, n ux
noTpebyeTca BESCTH BRYUHYH.

Cbpoc

[Tocne yero HeoOXOAUMO HACTPOUTH MAPIIPYTH3ATOP, Ul HACTPOHKHU CM. IMyHKT 3-5.
16



